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● The vulnerability  was disclosed by nao_sec, a 
Tokyo-based cybersecurity research group on Twitter.

● Tracked as CVE-2022-30190, this zero-day bug (no 
patch yet) was actively exploited by a number of different 
actors.

● Official statement from MS: “A remote code execution 
vulnerability exists when MSDT is called using the URL 
protocol from a calling application such as Word. An 
attacker who successfully exploits this vulnerability can 
run arbitrary code with the privileges of the calling 
application. The attacker can then install programs, view, 
change, or delete data, or create new accounts in the 
context allowed by the user’s rights.”

● Initial finding - VT link

VT Intelligence: use search like a true-ninja - “Follina” exploit [DEMO]

https://www.virustotal.com/gui/file/4a24048f81afbe9fb62e7a6a49adbd1faf41f266b5f9feecdceb567aec096784/detection
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VT Intelligence: use search like a true-ninja

● Main purpose - made a quick look up 

● But also main purpose - construct an advanced 
queries limited only by your demands or 
imagination

● You can get recent malicious documents used your 
org name or urls mimicking your website to phish 
the victims

● Also could be used to check entity (string) for 
popularity for further usage in detecting signatures

● Almost unlimited  possibilities to operate with 
existing data

https://www.virustotal.com/gui/search/type%253Adocument%2520name%253A%2522Standard%2520Chartered%2522%2520p%253A1%252B/files
https://www.virustotal.com/gui/search/entity%253Aurl%2520title%253A%2522JP%2520Morgan%2522%2520p%253A5%252B/urls


Confidential & Proprietary VirusTotal

VT Intelligence: use search like a true-ninja - entity magic

Search query “Supermalware” entity:file

entity:url

entity:ip

entity:domain

entity:collection

file-specific keywords

url-specific keywords

ip-specific keywords

domain-specific keywords

collection-specific keywords

https://www.virustotal.com/gui/search/supermalware/files
https://support.virustotal.com/hc/en-us/articles/360001385897-File-search-modifiers
https://support.virustotal.com/hc/en-us/articles/360002832977-URL-search-modifiers
https://support.virustotal.com/hc/en-us/articles/360005866297-IP-address-search-modifiers
https://support.virustotal.com/hc/en-us/articles/360005830378-Domain-search-modifiers
https://www.youtube.com/watch?v=dQw4w9WgXcQ
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VT Intelligence: use search like a true-ninja - Behaviour search

● 3b99c3bd0a76c23d8d29f3dfc82c66491286cad2  - 
sample from Kaspersky report on BlueNoroff

● Network activity

● Filesystem operations

● Processes execution

● Combination of other side behaviours not directly related 
to the malicious activity 

https://www.virustotal.com/gui/file/d65071394715be23f87dc1ece3c43356b1146328d596662f629dec0a7a0edee2/behavior/VirusTotal%20Observer
https://securelist.com/the-bluenoroff-cryptocurrency-hunt-is-still-on/105488/
https://www.virustotal.com/gui/search/behaviour_network%253A%2522202.117.170.240%2522/files
https://www.virustotal.com/gui/search/behaviour_files%253A%2522C%253A%255C%255CUsers%255C%255C%253CUSER%253E%255C%255CAppData%255C%255CLocal%255C%255CTemp%255C%255Cpnw2vuyz.e5s.ps1%2522/files
https://www.virustotal.com/gui/search/behaviour_processes%253A%2522powershell.exe%2520-ep%2520bypass%2520-File%2520C%253A%255C%255CUsers%255C%255CJohnson%255C%255CAppData%255C%255CLocal%255C%255CTemp%255C%255C4.ps1%2522/files
https://www.virustotal.com/gui/search/behaviour_network%253Atinyurl.com%2520and%2520behaviour_processes%253Apowershell/files
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VT Intelligence: use search like a true-ninja - Behaviour search

● 3b99c3bd0a76c23d8d29f3dfc82c66491286cad2  - 
sample from Kaspersky report on BlueNoroff

● Network activity

● Filesystem operations

● Processes execution

● Combination of other side behaviours not directly related 
to the malicious activity 

● Explore hidden cases - Google TAG report on Conti

https://www.virustotal.com/gui/file/d65071394715be23f87dc1ece3c43356b1146328d596662f629dec0a7a0edee2/behavior/VirusTotal%20Observer
https://securelist.com/the-bluenoroff-cryptocurrency-hunt-is-still-on/105488/
https://www.virustotal.com/gui/search/behaviour_network%253A%2522202.117.170.240%2522/files
https://www.virustotal.com/gui/search/behaviour_files%253A%2522C%253A%255C%255CUsers%255C%255C%253CUSER%253E%255C%255CAppData%255C%255CLocal%255C%255CTemp%255C%255Cpnw2vuyz.e5s.ps1%2522/files
https://www.virustotal.com/gui/search/behaviour_processes%253A%2522powershell.exe%2520-ep%2520bypass%2520-File%2520C%253A%255C%255CUsers%255C%255CJohnson%255C%255CAppData%255C%255CLocal%255C%255CTemp%255C%255C4.ps1%2522/files
https://www.virustotal.com/gui/search/behaviour_network%253Atinyurl.com%2520and%2520behaviour_processes%253Apowershell/files
https://www.virustotal.com/gui/search/behavior_network%253Abumblebee%2520(type%253Apeexe%2520OR%2520type%253Apedll)/files
https://blog.google/threat-analysis-group/exposing-initial-access-broker-ties-conti/
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VT Intelligence: use search like a true-ninja - Behaviour search

● Sample from Malwarebytes report on Colibri Loader

● behaviour_network:"/vpnchecker.php" - gives us more 
samples than the original research provides 

https://www.virustotal.com/gui/file/b92f4b4684951ff2e5abdb1280e6bff80a14b83f25e4f3de39985f188d0f3aad/behavior/C2AE
https://blog.malwarebytes.com/threat-intelligence/2022/04/colibri-loader-combines-task-scheduler-and-powershell-in-clever-persistence-technique/
https://www.virustotal.com/gui/search/behaviour_network%253A%2522%252Fvpnchecker.php%2522/files
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VT Intelligence: use search like a true-ninja - Behaviour search

● Sample from Malwarebytes report on Colibri Loader

● behaviour_network:"/vpnchecker.php" - gives us more 
samples than the original research provides 

● FinSpy MacOS installer shared by Amesty International

● behaviour_files:"/80C.dat" AND behaviour_files:"/7FC.dat"- 
we are able to jump to different platform implants

https://www.virustotal.com/gui/file/b92f4b4684951ff2e5abdb1280e6bff80a14b83f25e4f3de39985f188d0f3aad/behavior/C2AE
https://blog.malwarebytes.com/threat-intelligence/2022/04/colibri-loader-combines-task-scheduler-and-powershell-in-clever-persistence-technique/
https://www.virustotal.com/gui/search/behaviour_network%253A%2522%252Fvpnchecker.php%2522/files
https://www.virustotal.com/gui/file/80d6e71c54fb3d4a904637e4d56e108a8255036cbb4760493b142889e47b951f
https://www.amnesty.org/en/latest/research/2020/09/german-made-finspy-spyware-found-in-egypt-and-mac-and-linux-versions-revealed/
https://www.virustotal.com/gui/search/behaviour_files%253A%2522%252F80C.dat%2522%2520AND%2520behaviour_files%253A%2522%252F7FC.dat%2522/files
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VT Intelligence: use search like a true-ninja

● Looking for files signed with what appears to be “trusted” signatures but detected by a number of AVs

● We can also search for URLs with specific cookie (MageCart) or even metadata (OrigamiElephant)

● Android files processed by Androguard

● Workarounds to detect brand abuse

● New! Android package search - will solve a 
lot of problems in the future

● Mac/iOS malware with known ITW 
distribution hosts or the ones distributed 
via Discord service.

● Emails having attachment that allegedly 
use an exploit

● There are much more…

https://www.virustotal.com/gui/search/signature%253A%2522%25C2%25A9%2520Microsoft%2520Corporation.%2520All%2520rights%2520reserved.%2522%2520tag%253Asigned%2520not%2520(tag%253Ainvalid-signature%2520or%2520tag%253Arevoked-cert)%2520fs%253A2022-01-01%252B%2520p%253A5%252B/files
https://www.virustotal.com/gui/search/entity%253Aurl%2520cookie%253A%2522njnmsdkfsdfbiuonsdkfnsdfl%2522/urls
https://www.virustotal.com/gui/search/entity%253Aurl%2520title%253AandroShare/urls
https://www.virustotal.com/gui/search/androguard%253A%2522spyMobile%252F%2522/files
https://www.virustotal.com/gui/search/main_icon_dhash%253Ac0c0c0c0fcc8e4e4%2520type%253Aapk%2520AND%2520NOT%2520androguard%253A%2522O%253ABBVA%2522%2520AND%2520NOT%2520androguard%253A%2522OU%253ABBVA%2522/files
https://www.virustotal.com/gui/search/androguard_package%253Aorg.xmlpush.v3/files
https://www.virustotal.com/gui/search/(type%253Aapple%2520OR%2520type%253Amac)%2520have%253Ain_the_wild%2520p%253A5%252B/files
https://www.virustotal.com/gui/search/itw%253Acdn.discordapp.com%2520p%253A5%252B/files
https://www.virustotal.com/gui/search/type%253Aemail%2520have%253Aemail_attachment%2520tag%253Aexploit/files
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SECTION 2

VTI Godmode: APT tracking and API 
automation02
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APT tracking and API automation [DEMO] 

● APT dashboard - project based on VirusTotal API only

● Designed to track actor’s recent activities

● Demonstrates powerful capabilities of VirusTotal API

● Apart from infographic, provides the following IOCs:

○ Files (AVs, collections, rules detections)

○ IP/Domains/URLs (collections)

○ Graphs

○ Collections

○ Comments



Confidential & Proprietary VirusTotal

APT tracking and API automation [DEMO] 

● APT dashboard - project based on VirusTotal API only

● Designed to track actor’s recent activities

● Demonstrates powerful capabilities of VirusTotal API

● Apart from infographic, provides the following IOCs:

○ Files (AVs, collections, rules detections)

○ IP/Domains/URLs (collections)

○ Graphs

○ Collections

○ Comments



Confidential & Proprietary VirusTotal
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APT tracking and API automation - Python client for VirusTotal

Vt-py - official Python client library for VirusTotal

● Get information about any VirusTotal objects: files, URLs, 
domains, graphs, collections, etc

● Perform VT Intelligence searches and operate with results 
found as Python objects 

● Manage all the VT services: Livehunt rulesets and 
notifications, Retrohunt jobs, Graphs, Collections

● We have detailed documentation with 1-click live 
examples on VT API

● As well as how-to manual on vt-py Python client

https://github.com/VirusTotal/vt-py
https://developers.virustotal.com/reference/objects
https://developers.virustotal.com/reference/overview
https://virustotal.github.io/vt-py/
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APT tracking and API automation - Python client for VirusTotal

Vt-py - official Python client library for VirusTotal

● Get information about any VirusTotal objects: files, URLs, 
domains, graphs, collections, etc

● Perform VT Intelligence searches and operate with results 
found as Python objects 

● Manage all the VT services: Livehunt rulesets and 
notifications, Retrohunt jobs, Graphs, Collections

● We have detailed documentation with 1-click live 
examples on VT API

● As well as how-to manual on vt-py Python client

https://github.com/VirusTotal/vt-py
https://developers.virustotal.com/reference/objects
https://developers.virustotal.com/reference/overview
https://virustotal.github.io/vt-py/
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APT tracking and API automation

VT Intelligence search query - 99% of use cases

● entity:collection ( name:apt28 OR tag:apt28 OR 
name:Sofacy OR tag:Sofacy )

collections = client.iterator('/intelligence/search',

params={'query': 'entity:collection ( name:apt28 OR tag:apt28 OR 

name:Sofacy OR tag:Sofacy )'

            'order': 'last_modification_date-'},

limit=10)

VT Graph search (not related to VT Intelligence search)

● name:Sofacy OR actor:Sofacy OR label:Sofacy

graphs = client.iterator('/graphs',

     params={'filter': 'name:Sofacy OR actor:Sofacy OR label:Sofacy'

             'order': 'last_modified_date-'},

     limit=10)

https://developers.virustotal.com/reference/intelligence-search
https://www.virustotal.com/gui/search/entity%253Acollection%2520(%2520name%253Aapt28%2520OR%2520tag%253Aapt28%2520OR%2520name%253ASofacy%2520OR%2520tag%253ASofacy)/collections
https://www.virustotal.com/gui/search/entity%253Acollection%2520(%2520name%253Aapt28%2520OR%2520tag%253Aapt28%2520OR%2520name%253ASofacy%2520OR%2520tag%253ASofacy)/collections
https://developers.virustotal.com/reference/graphs
https://www.virustotal.com/graph/search?filter=name%3ASofacy%20OR%20actor%3ASofacy%20OR%20label%3ASofacy
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APT tracking and API automation

● Wellmess - suspected APT29 malware used to target COVID-19 vaccine developing entities

○ engines:wellmess - 60 results

○ kaspersky:wellmess OR eset:wellmess- 35 results

● entity:domain ( comment:APT29 OR comment:CozyBear  OR comment:NobleBaron  OR comment:UNC2452  OR 
comment:YTTRIUM )

● crowdsourced_yara_rule:APT29 OR crowdsourced_ids:APT29 OR sigma_rule:976e* OR 
crowdsourced_yara_rule:CozyBear OR crowdsourced_ids:CozyBear OR sigma_rule:34f4* 

○ To get Sigma rules detections you should use a hash of specific rule (full list here)

● We can list Collections in which we are interested in and then extract specific entities from them

○ entity:collection ( name:APT29 OR tag:APT29 OR name:CozyBear OR tag:CozyBear ) creation_date:2021-01-01+

○ entity:file collection:alienvault_60afece345be6dfd2a66ea3c fs:2021-01-01+

https://www.ncsc.gov.uk/news/advisory-apt29-targets-covid-19-vaccine-development
https://www.virustotal.com/gui/search/engines%253Awellmess/files
https://www.virustotal.com/gui/search/kaspersky%253Awellmess%2520OR%2520eset%253Awellmess/files
https://www.virustotal.com/gui/search/entity%253Adomain%2520(%2520comment%253AAPT29%2520OR%2520comment%253ACozyBear%2520%2520OR%2520comment%253ANobleBaron%2520%2520OR%2520comment%253AUNC2452%2520%2520OR%2520comment%253AYTTRIUM%2520)/domains
https://www.virustotal.com/gui/search/entity%253Adomain%2520(%2520comment%253AAPT29%2520OR%2520comment%253ACozyBear%2520%2520OR%2520comment%253ANobleBaron%2520%2520OR%2520comment%253AUNC2452%2520%2520OR%2520comment%253AYTTRIUM%2520)/domains
https://www.virustotal.com/gui/search/crowdsourced_yara_rule%253AAPT29%2520OR%2520crowdsourced_ids%253AAPT29%2520OR%2520sigma_rule%253A976e44f1ea7fa22eaa455580b185aaa44b66676f51fe2219d84736dc8b997d3e%2520OR%2520crowdsourced_yara_rule%253ACozyBear%2520OR%2520crowdsourced_ids%253ACozyBear%2520OR%2520sigma_rule%253A34f4cff056f24abe91bb29dc04a37ee746a4255101a21724b9ff28d79785247a/files
https://www.virustotal.com/gui/search/crowdsourced_yara_rule%253AAPT29%2520OR%2520crowdsourced_ids%253AAPT29%2520OR%2520sigma_rule%253A976e44f1ea7fa22eaa455580b185aaa44b66676f51fe2219d84736dc8b997d3e%2520OR%2520crowdsourced_yara_rule%253ACozyBear%2520OR%2520crowdsourced_ids%253ACozyBear%2520OR%2520sigma_rule%253A34f4cff056f24abe91bb29dc04a37ee746a4255101a21724b9ff28d79785247a/files
https://support.virustotal.com/hc/en-us/articles/360017450757-Sigma-Rules-List
https://www.virustotal.com/gui/search/entity%253Acollection%2520(%2520name%253AAPT29%2520OR%2520tag%253AAPT29%2520OR%2520name%253ACozyBear%2520OR%2520tag%253ACozyBear%2520)%2520creation_date%253A2021-01-01%252B/collections
https://www.virustotal.com/gui/search/entity%253Afile%2520collection%253Aalienvault_60afece345be6dfd2a66ea3c%2520fs%253A2021-01-01%252B/files
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