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Fighting global adversaries constrained by 
the narrow visibility of a handful of 
researchers? 

There is a better way. 
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In a nutshell
Adversary intelligence layer providing superior context across the 
VT ENTERPRISE threat intelligence suite 
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Climb the pyramid of 
pain with crowdsourced 
adversary intelligence
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Instantly learn who/what is 
behind an incident
The threat lanscape module adds links 
and online deep dive research articles to 
threat {campaign, toolkit, actor} cards in 
{file, domain, IP, URL} reports. 
Understand who is behind a given IoC and how their 
campaign operates. Linked cards include one-click 
access to related IoCs, TTPs, hunting artefact, rules, 
etc. to proactively protect your organization or 
unearth missed threats. 
Extend your knowledge via Finished intelligence 
reports crowdsourced from online articles. [+]

https://www.virustotal.com/gui/file/a826c0ed96538c5c00ff6510c18253c43edd366a8c4866d6184aeb481b2fa20b/community
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Outsmart your adversaries 
via threat actor cards
Essential and actionable information 
related to a threat actor group, updated 
real-time. 
Summaries include a description, aliases, suspected 
nation state sponsor, targeted industries, targeted 
regions, motivations, etc.
Actionable insights in the form of campaigns/toolkit 
tied to the actor, IoCs, geo+time activity 
breakdowns, common technical properties for their 
toolkit, {YARA, Sigma, IDS} detection rules, MITRE 
ATT&CK TTPs, finished intelligence articles. [+]

https://www.virustotal.com/gui/threat-actor/68391641-859f-4a9a-9a1e-3e5cf71ec376
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Find breaches with threat 
campaign/toolkit cards
In-depth analysis of collections of IoCs 
generating insights to detect missed 
threats, all the way from hashes to TTPs.
Actionable intelligence for all maturity levels: hashes, 
IPs, domains, URLs, detection rules, malware toolkit 
technical commonalities, TTPs, etc.
Search and API lookup activity aggregations to 
understand targeted countries and operational 
timeframe. 
Finished intelligence in the form of crowdsourced 
online articles about the campaign/toolkit. [+]

https://www.virustotal.com/gui/collection/malpedia_win_emotet
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Trends to achieve faster 
mean time to detect
Leverage the extended visibility and 
collective speed of the community, 
accelerate defensive operations. 
The threat landscape module gives you access to all 
community + partner collections, threat actors and 
references, in a fully indexed and searchable 
manner. Focus on what matters to your organization, 
when it matters, via targeted industry, targeted 
region, source region, threat category and date 
filters.
Accelerate beyond the investigations of a handful of 
researchers staring at a piece of the puzzle. [+]

https://www.virustotal.com/gui/threat-landscape/collections?order=lookups_trend-
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Stay abreast of emerging 
threats with online reports
Crowdsourced research articles about 
the latest threats consolidated into a 
single interface and digested via NLP.
Planet-wide Internet crawls focusing on malware 
and threat actor articles, acting as a live daily stream 
of finished intelligence reports.
Automatic extraction and tagging of CVEs, targeted 
industries, motivations, malware toolkit, affected 
regions, etc. 
Search across the knowledge base and answer your 
executives’ questions. [+]

https://www.virustotal.com/gui/threat-landscape/references
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Actionability first
Go beyond IoCs and PDF reports, focus on patterns and modus 
operandi, corner your adversaries and unearth unknown threats   
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Detect and proactively 
block high severity IoCs 
{file hashes, domains, IPs URLs} tied to 
threat campaigns and actors, updated 
real-time. 
Flag missed threats via retroactive IoC matching in 
SIEM logs or proactively block them in defensive 
technologies such as NGFW, EDRs, etc.
Boost the severity score of these alerts given their 
direct association with a threat actor. 
One-click exports into the most popular ingestion 
formats and off-the-shelf integrations in security 
technologies. [+]

https://www.virustotal.com/gui/threat-actor/68391641-859f-4a9a-9a1e-3e5cf71ec376/iocs


Proprietary + Confidential

Answer where, when and 
what with global telemetry
Web and API lookups by 3.6M+ free 
users in 230+ countries digested into 
geographical+time+IoC activity lines.  
Focus on specific time ranges and understand 
targeted regions and IoCs leveraged. Breakdowns 
and filters across all three dimensions: time, region 
and IoC. 
When was a given actor/campaign active in France? 
What malware did they use then? During May 2022, 
which regions did a given actor target? Answer all 
these questions and more. [+]

https://www.virustotal.com/gui/collection/malpedia_win_emotet/telemetry
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Go beyond IoCs, look for 
toolkit commonalities
Automatic extraction and ranking of 
malware toolkit technical properties that 
can be used for hunting purposes. 
Aggregations and ranks across AV/EDR detections, 
distribution vectors, network infrastructure (CnCs, 
download URLs…), persistence registry keys, 
mutexes, dropped files, PDB paths, imphash, etc. 
Climb the pyramid of pain and focus on leftovers 
and repeatable patterns for malware toolkit used by 
your adversaries. 
Includes one-click action to calculate commonalities 
for custom search / hunt results. [+]

https://www.virustotal.com/gui/collection/malpedia_win_emotet/aggregations
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Deploy multi-layered 
detections
Threat {campaign, toolkit, actor} cards 
rank crowdsourced {YARA, Sigma, IDS} 
rules matching against their artifacts. 
YARA rules provide an additional static detection 
layer beyond your AV/EDR. Sigma rules tackle the 
detonation behaviour angle. IDS rules introduce 
flags at the network level. Implement a true 
defense-in-depth security program.
All the rules include detailed descriptions providing 
further context and pivots to uncover other 
matching IoCs in the VirusTotal global corpus. [+]

https://www.virustotal.com/gui/threat-actor/68391641-859f-4a9a-9a1e-3e5cf71ec376/rules
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Flag modus operandi with 
MITRE ATT&CK TTPs
Files processed by VT are detonated in 
multiple sandboxes and their behavior is 
mapped to the MITRE ATT&CK matrix. 
TTPs do not only characterize single files, they are 
also aggregated and ranked into commonalities in 
threat {campaign, toolkit, actor} cards, shedding 
light into adversary modus operandi. TTP 
commonalities also for custom groupings of IoCs.
All this data is indexed and searchable in 
conjunction with other static, dynamic, code and 
in-the-wild properties. [+]

https://www.virustotal.com/gui/file/479ee6e45e35851c661d1dd28c0ab5fc6fe37b2d095daf0516f63bdfdd59c7ea/behavior
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Collaborate & easily 
communicate to leadership 
Pre-computed VT Graphs for threat 
campaigns and actors, plus relationships 
and pivots based on these new notions. 
Extend crowdsourced investigations, efficiently 
collaborate with your team and export visuals for 
executive presentations.
Leverage VT Graph’s one-click filters to further 
dissect threats that matter to you. Store subgraphs 
to focus on activity that is particularly interesting. 
Create a historical investigative knowledge base for 
your team. [+]

https://www.virustotal.com/gui/collection/ffb47efbe7b09c87c90976cf2d19a750931d59b4cdf8dadefce445968d533eab/graph
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Fill in the gaps with finished 
industry articles
All cards include online references 
speaking about the campaign, actor or 
IoCs tied to these. 
Immediately access conclusions by hundreds of 
security teams across the industry. Complement 
automatic static, dynamic, code analysis with human 
research.
Articles are linked via Internet-wide crawls, learn 
about a threat as soon as someone speaks about it. 
Faster and more complete visibility via 
crowdsourcing. [+]

https://www.virustotal.com/gui/collection/malpedia_win_emotet/community
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Generate relevant intel 
tailored for your org
Subscribe to threat {campaigns, toolkits, 
actors}, all new IoCs tied to them will 
flow into your IoC Stream. 
Subscriptions are an effortless vehicle to generate 
custom threat feeds that can be ingested across 
your security stack via off-the-shelf integrations or 
common feed formats (e.g. STIX).
Go beyond pre-packaged and often noisy/irrelevant 
threat feeds, customize your threat landscape and 
focus on the threats that truly matter to you. [+]

https://www.virustotal.com/gui/threat-actor/50cd027f-df14-40b2-aa22-bf5de5061163
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Faster insights & superior visibility
Go beyond the conclusions of a handful of researchers, plug your 
operations into the collective community’s brain 
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Crowdsourced threat landscape visibility

2K+ campaign 
cards / month

1K+ active 
researchers

500+ de-duped 
threat actors

Telemetry from 3.6M+ 
users in 230+ countries

40K+ daily 
reference sites

7M+ classified 
IoCs / month
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Make your stack smarter, be safer
Effortlessly automate and enrich everything, everywhere
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Exportable and user-friendly

One-click exports to 
common formats for 

ingestion in your security 
stack (SIEM, TIP, NGFW…)

Automate detection and 
custom workflows via API, 

focus on higher severity 
(threat actors) first.

Ubiquitously enrich any 
interface with adversary 

intelligence via the VirusTotal 
browser extension.



Proprietary + Confidential

Unearth threats dwelling 
undetected in your environment
VT’s technology integrations correlate 
your telemetry with threat actor context 
to automate triage, expedite 
investigations and enhance detection. 
E.g. VT4Splunk automatically enrich file hashes, 
domains, IPs and URLs in events with VT reputation 
and context. Conduct hunt missions on the 
correlated data. Prioritize indicators based on 
severity. Dashboards summarizing exploited 
vulnerabilities and suspected actors in your 
environment, plus their TTPs (MITRE ATT&CK). 
Similar integrations for other TOP SIEMs. [+]

Technology Integrations

https://splunkbase.splunk.com/app/6654
https://splunkbase.splunk.com/app/6654
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Outcomes & value proposition
Mature your security program and radically improve 
your security posture
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Alert fatigue and false positives
SOCs only able to handle 14% of alerts
Quality & speed of incident response handling
Analyst-intensive and often inaccurate 
Missed threats due to lack of context
Generic/anomaly/ML detections discarded as low severity
Evolving threat landscape
Difficult to keep up with new attack vectors & techniques
Many threat intel feeds, few relevant ones
Further exacerbate the problem of alert fatigue
Security program is too reactive
Growing attacker dwell time and no prevention
Cybersecurity skills gap
CTI analysts and advanced threat hunters are scarce
Budget constraints & suboptimal spending
Expensive generic tools that are threat landscape agnostic

Security org challenges Solving with VT Threat Landscape

Mature your security program

Prioritize alerts based on severity
Address incidents tied to motivated threat actors first
IoCs, commonalities and TTPs for 360 response
Supercharge blast radius id, containment and remediation
Attribution to minimize false negatives
Associated threat actors/campaigns on IoC reports
Emerging threat articles and trending campaigns
Filters and rankings to explore latest developments
Tailored feeds via {campaign, actor} subscriptions
Focus on specific threats, industries and regions
Go beyond IoCs, conduct proactive hunt missions
Leverage commonalities, TTPs, rules for hunting
Digested intelligence & one-click filters for juniors
Easily filter VT’s corpus to depict your threat landscape
Situational awareness to invest wisely
Prioritize your $$ to address threats that matter to you
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What makes us different?
Timely, more interactive, more actionable
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Traditional response to attacks
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The power of crowdsourcing

VirusTotal crowdsourced threat intel

Security vendors
SOC/CTI teams

Sysadmins and IT staff
Community users

Discover and 
investigate threats
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What Makes VT 
Threat Lanscape 

Different

Collective knowledge
1K+ community researchers 
contributing 2K+ 
campaign/toolkit collections 
per month, real-time as 
emerging threats are spotted.  

Community telemetry
Geo+IoC+time web and API 
lookup activity in campaign / 
actor cards coming from 3.6M+ 
users from 230+ countries. 
Breakdowns and focus filters.

Filters ensuring relevance
Filter intelligence cards by 
industry, targeted regions, 
sponsor, motivations, activity 
time spans, etc. to focus on 
threats that matter to your 
organization. 

Tailored threat feeds
Generate IoC streams based on 
subscriptions to relevant threat 
{actors, campaigns}. Automatic 
matching in your environment via 
API and integrations.

Interactive TI one-stop-shop
Single provider for technical, 
tactical, operational and strategic 
intelligence - peak 
cost-efficiency. Unrivaled 
investigative interactivity. 

Proactive hunting artifacts
Automatic extraction of 
malware toolkit commonalities 
for hunting purposes, TTP 
identification and {YARA, Sigma, 
IDS} rules. 

Unlike traditional threat intelligence 
vendors, VirusTotal’s adversary 
intelligence is not the product of a 
handful of researchers/analysts and 
a limited set of investigations.   
Instead, VirusTotal ensures 
timeliness and comprehensiveness 
by leveraging the collective 
knowledge of the community and 
Google’s planet-scale 
infrastructure digesting technical 
toolkit properties into proactive 
hunting artifacts.
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Rich ❯❯ Timely ❯❯ Relevant ❯❯ Actionable ❯❯ Proactive

Contact us

https://www.virustotal.com/gui/contact-us/premium-services
https://www.virustotal.com/gui/contact-us/premium-services

